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Mobhile Food & Beverage Marketing

State Law Approaches to
Address Digital Food Marketing to Youth

Essentially every new youth-focused food marketing
campaign includes mobile components or is mobile-fo-
cused. Federal and state laws have not kept up with
rapidly evolving mobile technologies, and jurisdictional
issues may forestall state regulators’ efforts to protect
child and teen consumers in their states. This section
will describe the mobile food marketing industry, loca-
tion-based tactics, the harm mobile marketing poses,
and the federal and state legal frameworks governing
mobile marketing.

Figure 1: Dum-Dum Flick-A-Pop App

In 2010, the mobile marketing industry in the United
States netted $24 billion, with as much as $80 billion

in earnings projected for 2011." The direct mobile
marketing industry is comprised of wireless service
providers (companies with which consumers contract
for cell phone and mobile data services, such as Veri-
zon Wireless and T-Mobile) and companies involved in
the third-party wireless content industry, who are in the
business of delivering wireless content to consumers’
mobile phones. This category includes advertisers, con-
tent and application providers, aggregators of third-party

mobile content and Internet marketing companies. Since
consumers can now access the Internet on their smart-
phones, even companies that send traditional commer-
cial messages by e-mail to consumers participate in
mobile marketing. Companies that make marketing calls
and/or send short message service (SMS) texts to wire-
less phones also utilize mobile marketing techniques.

Figure 2: Chuck E. Cheese “Say Cheese”
Augmented Reality App

A major component of mobile marketing is the use of
applications (apps) that consumers download to their
mobile devices. Advertisers and app developers form
relationships for their mutual benefit; advertisers get their
ads out to the mobile audience, while app developers
get paid when users click on the ads. Advertisements
may be used to partially or completely subsidize the
price of a mobile app or the services provided by an
app.?2 Food companies can design and disseminate
apps that are advergames (Figure 1). Apps can be
designed to interact with other marketing materials like
product packaging, e.g., a consumer downloads an app
that displays augmented reality features when aimed at
product packaging. Augmented reality puts the consum-
er in an artificial digital environment that utilizes some
aspects of the physical world (Figure 2). Apps designed
and disseminated by food companies are very popular
with children.® Food companies also can reach chil-
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dren and teens through in-app advertising in the form
of banners, splash pages utilized eye-catching effects,
links and mobile coupons that are designed to be easily
shared with friends.*

Location-Based Techniques

The power of mobile marketing is amplified by the fact
that it can be combined with a user’s location data.
Location-based mobile marketing allows food marketers
to make pedestrians and drivers aware that they are in
close proximity to fast food restaurants, make travelers
aware that a certain product is available in an unfamiliar
place, or alert youth when they enter a shopping cen-
ter’s parking lot of special offers available in the food
court.’5 77% of teenagers own mobile phones,® and they
are more likely than adults to use their mobile devices
for text messaging, social networking and accessing
entertainment and information, making them prime
targets for location-based advertisements for unhealthy
snacks, beverages and fast food.” In this section we
describe location-based marketing using apps, and how
“geo-fencing” and “micro-fencing” can be used to target
young consumers with food marketing.

Mobile apps

Apps running on smartphone operating systems
equipped with Global Positioning System (GPS) tech-
nology have access to information about consumers’
geolocation,® and can use it to provide a specific service,
such as identifying and connecting users playing a game
with others playing the same game in a geographical
area, delivering special offers or providing directions to a
retail location.® Even when a user’s location information
is not necessary to provide the service associated with
the app, apps may still collect location data.

Food company-designed apps and in-app advertisers
use consumer geolocation information in several ways.
They use it to reach users in a particular geographic
location, and/or to display different messages to users

based on their precise location." For example, adver-
tisers can use location information to provide alerts and
serve offers when a customer is near a unique store
location. Advertisers may use “check-in"-based contests
and games that reward users with discounts or coupons
for visiting store locations and “checking-in” via their
GPS-enabled mobile devices.'? When the consumer
checks in at the location, she provides a valuable mar-
keting service to the food company because her location
is broadcast to her friends on Facebook or her followers
on sites like Foursquare.

Applications that require location information to provide a
specific service to users and those that collect it unnec-
essarily may share that data with third parties involved

in mobile marketing.” Ad networks such as AdMob by
Google connect advertisers and publishers, allowing
application developers access to a pool of ads, and mar-
keters access to the mobile audience. Ad networks man-
age mobile campaigns and use consumer information
provided by applications to insert ads that are relevant

to consumers’ demographic information, interests and
geolocation.' Service providers providing the advertis-
ing content and other services within an app may also be
privy to consumers’ geolocation information.

Geo-fencing

Geo-fencing companies are independent businesses
that contract with telecommunications carriers or retail-
ers to place virtual boundaries around stores, events
and other locations. Geo-fences allow retailers to reach
consumers on their mobile phones within a defined
geographic area in two ways: subscribers may download
an app onto their phones and receive information via the
app when they are inside a geo-fence, or consumers are
alerted by their mobile carriers via a text or multi-media
text.’® In the first scenario, the geo-fencing company
assists the retailer in developing an app that cell phone
users can download onto their phones, places virtual
boundaries around certain stores or events, and sends
alerts to consumers who have downloaded the app and
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have it running when they enter a geo-fenced area." In
the second scenario, wireless carriers such as AT&T
offer such messages as an opt-in service to their sub-
scribers. The mobile carrier contracts with a geo-fencing
company, who places virtual boundaries around stores
and events and then “pings” or communicates with the
carrier’s network periodically to see which users are
inside a geo-fence. Those users then receive a message
alert on their phones. In this scenario, consumers do
not need to have smartphone technology, and can be
reached at any time."®

Micro-fencing

Since GPS technology does not work indoors, mi-
cro-fencing companies are rapidly developing ways to
deliver indoor consumer location. Food retailers can use
indoor location information to send special offers and
walking directions to a store. The micro-fencing market
is relatively new, and currently there are a number of
competing technologies. These include: near-field com-
munication and radio frequency identification (RFID) that
both require tags and tag readers; light field communi-
cation whereby light bulbs are retrofitted to emit different
strobes in various locations throughout a building that
are not visible to the human eye but that can be cap-
tured by a mobile phone camera to determine precise in-
door location;"® and Wi-Fi access point triangulation that
leverages a building’s network of Wi-Fi access points to
determine a user’s indoor location.?® The legal and pri-
vacy implications of micro-fencing are rapidly emerging.
In addition to the serious privacy issues raised, especial-
ly for teens who are not covered by the Children’s Online
Privacy Protection Act (COPPA), the powerful cueing
effect of receiving a special coupon or a reminder to visit
a food retailer or vending machine should be of concern
to the public health and state regulatory communities
when children and teens are targeted.

What Is the Harm?

Food marketers are at the forefront of mobile market-
ing targeting youth, and present a new set of issues for
regulators. Food and beverage marketers don’t simply
want young consumers to recognize their brands or
desire their products -- their ultimate goal is to gener-
ate actual purchases. Mobile marketing dramatically
shortens the distance between a company’s marketing
message and the consumers’ purchase decisions. Food
and beverage company marketing executives are not
shy about the intent of their mobile campaigns. When
discussing Coca-Cola’s marketing plan to “reach every
hand with a mobile phone,” one Coca-Cola executive
said: “| am looking at how we can use mobile technology
and content to get a transaction. We are not just in the
brand building business, we are in the direct response
business.”?' A major snack company executive echoed
the sentiment: “We want to use mobile to drive impulse
purchase behavior.”?

Young people are especially vulnerable to predation by
mobile marketers because they often grant permission
to access personal information and location data or
agree to pay for services without fully understanding the
commercial nature of the messages delivered to their
phones.?® A survey of girls 6 to 16-years-old found that
almost one quarter (22%) reported that they always tap
on mobile ads they see in mobile apps regardless of
whether they are interested in the featured product, and
more than half (56%) said they tap on ads for products
that interest them. Forty-two percent reported that they
share ads they like with friends via text and in-ad share
buttons.?

Unfair and deceptive mobile food marketing harms
young consumers economically through the purchases
of food items they would not otherwise have purchased.
It also harms their health from the excess calories, sodi-
um, caffeine, etc. consumed as the result of the market-
ing. Potentially unfair and deceptive mobile food mar-
keting practices targeting youth include campaigns that



P H A I The Public Health
Advocacy Institute

are designed to: trigger impulse purchases of unhealthy
products; blur the line between entertainment or mobile
content and marketing; and appear to be from friends
when in fact they are generated by a food company.

State Attorney General
Oversight of Mohile Marketing

Mobile marketing is subject to the federal and state laws
that regulate other types of advertising, but is complicat-
ed by the fact that it is deployed using telephonic and
Internet-based communication systems. The Federal
Trade Commission (FTC) regulates unfair and deceptive
advertising practices, and the Federal Communications
Commission (FCC) regulates interstate communication.?®
The FTC is granted the statutory power to enforce the
Federal Trade Commission Act (FTCA), and every state
has its own consumer protection law enforceable by the
state Attorney General (SAG).?

Jurisdictional challenges

Mobile marketing claims brought under state Unfair

and Deceptive Acts and Practices (UDAP) statutes

and anti-fraud laws must contend with jurisdictional
challenges and federal pre-emption. Defendants may
claim that the FTC or FCC has primary jurisdiction over
claims brought against mobile marketers’ advertising
practices, and/or that the agencies’ regulations pre-empt
state law. The primary jurisdiction doctrine provides that
when an issue falls within the special competence of an
administrative agency, such as the FCC, it should be
referred to that agency.?” In cases involving fraud or
deceptive practices perpetrated by wireless carriers and
other communications companies, courts have repeat-
edly upheld states’ authority to protect their citizens.®
Claims brought under state UDAP and anti-fraud laws
may also face subject-matter jurisdiction challenges.
Defendants may attempt to remove such claims from
state to federal court, under the theory that the FTCA
or other federal law justifies pre-emption of state claims
and removal of claims to federal court.?® Courts have

held that the FTCA and other FTC and FCC regulations
do not have the pre-emptive force to require removal of
claims brought under state laws to federal court simply

because consumers could have pursued complaints in

federal court.®

Mobile marketing as a
violation of anti-spam laws

Mobile marketing practices may violate federal and state
anti-spam laws. Anti-spam laws protect against unso-
licited bulk e-mail and malicious attachments, viruses
and links to fraudulent websites frequently contained in
spam e-mail. In 2003, Congress passed the Controlling
the Assault of Non-Solicited Pornography and Marketing
Act (CAN-SPAM) in order to reduce spam and end false
and deceptive spamming practices. CAN-SPAM empow-
ered the FTC and FCC to promulgate a large body of
complementary regulations.®® The FCC was granted the
specific authority to promulgate rules regulating wireless
spam, which it did in 2005.%2

Marketers are able to send marketing messages di-
rectly to a consumer’s mobile phone by using an e-mail
address consisting of a combination of the consumer’s
phone numbers and an Internet domain name provided
by a wireless carrier.>®* The resulting message is called
a mobile service commercial message (MSCM) and
arrives to the recipient’s phone in the form of a textual or
multi-media message.** MSCMs differ from SMS texts,
which are texts are sent from other mobile phones with-
out passing through an e-mail channel. The FCC has
created a list of commercial domain names belonging to
wireless service providers; senders of MSCMs utilizing
domain names found on the list are subject to specific
FCC regulations. Among other requirements, marketers
using domain names on the FCC'’s list must obtain the
consumer’s express consent prior to sending MSCMs
(opt-in consent), with exceptions for transactional and
relationship messages.®® The FCC'’s regulations apply
only to messages sent using domain names registered
on the FCC’s website. They do not apply to messages



P H A I The Public Health
Advocacy Institute

sent from other phones, messages sent to consumers’
e-mail addresses and forwarded to or accessed on con-
sumers’ mobile phones, or to MSCMs sent using domain
names not listed on the FCC’s website.

Marketers can also send e-mails containing commercial
content from other e-mail addresses, which recipients
frequently access on their Internet-capable mobile
phones. CAN-SPAM and complementary FTC rules ap-
ply to commercial messages sent to consumers’ e-mail
addresses, including those accessed on mobile devic-
es.®® Among other requirements, the relevant laws allow
marketers to send unsolicited commercial e-mail as long
as recipients are given the option to refuse the receipt of
future messages (opt-out consent).%”

State authority to requlate SPAM

CAN-SPAM grants SAGs enforcement authority, but
limits that power to the sections of the statute that
impose requirements on the transmission of spam sent
to consumers’ email addresses on their computers
(non-wireless spam).®® SAGs are thus empowered to
enforce CAN-SPAM’s prohibitions on commercial e-mail
containing false or misleading transmission paths and
deceptive subject headers. They can also enforce CAN-
SPAM’s requirement that senders place warning labels
on commercial e-mail that contains sexually explicit
material.®®* SAGs are empowered to prosecute persons
who engage in a “pattern or practice” that violates CAN-
SPAM’s mandates that senders cease to send e-mails
after the recipient objects, that marketers clearly identify
messages as advertisements, and that senders of com-
mercial e-mail include functioning opt-out mechanisms
and accurate return e-mail and physical addresses.*°
CAN-SPAM expressly pre-empts state laws regulating
commercial e-mail, but contains a savings provision for
state laws that prohibit “falsity or deception” in commer-
cial e-mail that are not specific to electronic mail, and
that are related to fraud and computer crime.*' Courts
have split on which state laws fall into CAN-SPAM’s ex-
emption from pre-emption for state laws, including UDAP

statutes, prohibiting “falsity or deception” in commercial
e-mail.#?

Mobile marketing as a
violation of telemarketing laws

When mobile marketers make calls or send text mes-
sages to consumers’ wireless phones, federal and state
legislation regulating telemarketing practices apply.
Such legislation is designed to protect consumers from
harassing phone contacts and fraudulent and unfair tele-
marketing practices.** The exact laws that apply depend
on whether a call or text is sent by a live person or an
auto-dialer.

The Telemarketing and Consumer Fraud and Abuse
Prevention Act (TCFPA) empowered the FTC to estab-
lish the National Do-Not-Call Registry and to issue the
complementary Telemarketing Sales Rule (TSR), which
governs live calls and text messages sent to wireless
phone numbers from other phones.** The TSR prohibits
calling phone numbers placed on the Do Not Call Reg-
istry, certain deceptive practices, calling at early or late
hours, and requires telemarketers to disclose up front
the marketing purpose of their call.** These prohibitions
may apply to commercial text messages sent to wireless
phone numbers.*6

The Telephone Consumer Protection Act (TCPA) and the
complementary FCC TCPA Order govern autodialed and
pre-recorded calls and texts made to wireless numbers.*
While live telemarketing calls and texts to wireless
numbers are permitted as long as such calls comply with
relevant laws and regulations,*® calls and text messag-
es made using automatic telephone dialing systems
(ATDS) (also known as auto-dialers) and/or prerecorded
messages are prohibited if the customer is charged for
the message, unless consumers give prior consent.*
While the TCPA was written before SMS technology was
common and does not specifically refer to SMS or text
messages, the FCC’s TCPA Order and a recent Ninth
Circuit decision make clear that the text messages are
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considered “calls” and that the TCPA and FCC’s prohibi-
tions on using ATDS or prerecorded messages applies
to the sending of text messages.*

State authority to regulate

The Telemarketing and Consumer Fraud Prevention Act
(TCFAPA) (governing live calls and granting the FTC
the power to regulate telemarketing) does not preserve
exclusive enforcement power for federal regulators, nor
pre-empt state law.%" The statute grants SAGs the pow-
er to enforce FTC rules, and the FTC’s Telemarketing
Sales Rule has equivalent provisions.5? Both the TCFA-
PA and the TSR explicitly specify that state officials are
not prohibited from proceeding in state court for viola-
tions of state statutes.®* The TCPA grants a private right
of action to consumers and enforcement power to SAGs
to bring suits in federal court against telemarketers that
use ATDS and pre-recorded messages to make calls or
send texts.%

Jurisdictional challenges

Jurisdictional challenges to cases brought in TCPA suits
include motions to dismiss for lack of personal juris-
diction, similar to those brought against CAN-SPAM
plaintiffs. Defendants may also argue that because
they made calls from a state other than the forum state,
the forum state has no authority to regulate the inter-
state calls.%® Although these challenges are framed in
pre-emption language, the basis of the conflict is states’
jurisdiction to reach conduct that occurs outside of their
borders but affects their citizens. While some courts
have upheld states’ ability to enforce state laws against
out-of-state defendants, other courts have upheld
defendants’ allegations that the TCPA pre-empted state
statutes imposing stricter standards on interstate com-
munications than the federal law.%”

State oversight of apps targeting youth

Apps that consumers download onto their smartphones
present a unique mobile marketing challenge for state
regulators and are subject to yet another subset of fed-
eral law. Mobile carriers such as Verizon Wireless and
T-Mobile are governed by the federal Communications
Act and the FCC'’s corresponding regulations.® The
relevant laws mandate consumer opt-in consent before
disclosing or permitting access to personal information,
including geolocation data.® These laws currently do
not apply to app providers and third parties involved in
mobile advertising.’° These parties are governed by
their contracts with app stores and mobile carriers, and
subscribe to a set of industry self-regulation guidelines. A
2012 FTC staff report found that the Apple store, iTunes
and the Google Play store contractually require app
developers to disclose the information their applications
collect but routinely do not enforce these requirements.

The Mobile Marketing Association (MMA) and CTIA-The
Wireless Association (CTIA) are self-regulatory bodies
that maintain guidelines for mobile carriers and third
parties using location information. The MMA instructs
marketers to notify consumers about how their location
information will be used, disclosed and protected, and to
obtain user consent before collecting consumers’ precise
geolocation data or sharing that information with third
parties.®? CTIA's guidelines recommend that consumers
receive notice about how location information will be
used and shared, and that they consent to the use or
disclosure of location information.®® The FTC’s February
2009 staff report on online behavioral advertising also
indicates that precise geolocation data is sensitive data
which requires express consent to use.%

Current data shows that disclosures from application
providers are far from adequate. A 2012 FTC staff report
examined four hundred mobile applications designed
for children and found that the disclosures provided by
application providers regarding the collection, sharing
and use of geolocation and other personal information
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overwhelmingly failed to reveal whether the apps collect-
ed any data, the purpose of any such collection and the
identity of the entities collecting and/or obtaining access
to the data.%

Updated COPPA regulations, effective July 1, 2013, are
applicable to child-directed mobile marketing, contain an
expanded definition of personally identifiable information
and extend coverage to the use of that information by
third parties.®® COPPA is enforceable by SAGs and it
applies to apps and the collection and use of location
data of children under 13 by marketers and third parties.
Even prior to the 2013 COPPA update, which included
new protections from marketing practices, state regu-
lators had an impact on child-directed apps. In 2012,
New Jersey’s Attorney General Jeffrey Chiesa initiated a
COPPA lawsuit against 24x7 Digital LLC, a Los Ange-
les based company that develops children’s apps. The
suit alleged that the company collected, maintained and
transmitted to a third party the personal information of
children. The parties settled with a consent decree stip-
ulating that 24x7 Digital would stop collecting personal
data from its app users and would destroy all previously
collected data that allegedly violated COPPA.%7 24x7
Digital was enjoined from failing to provide notice on its
website or its mobile device app of the type of personal
information it collects from children and from failing to
provide notice to parents of the types of information it
collects from children and how it is used.®®

Regulating geolocation tactics

Wireless carriers are governed by the Communications
Act and the FCC'’s regulations; geo-fencing marketing
that utilizes mobile carriers’ networks will be affected by
these laws.%® The relevant laws require telecommunica-
tions companies to obtain opt-in consent before sharing
geolocation or other personal information with third
parties -- such as geo-fencing companies -- for market-
ing purposes. The type of consent required for a mobile
carrier to share geolocation data with a geo-fencing
company depends on whether the geo-fencing compa-

ny is considered to be a carrier’s affiliate or agent, or a
carrier’s joint venture partner or independent contrac-
tor.”® Opt-in consent from subscribers is required if the
geo-fencing company is a joint-venture partner or an
independent contractor. Opt-out consent is required if
the geo-fencing company is an affiliate or agent of the
carrier.”! The Communications Act defines an affiliate as
“a person that (directly or indirectly) is owned or con-
trolled by, or is under common ownership or control with
another person.””? Geo-fencing companies are likely to
be deemed independent contractors of wireless carriers,
requiring wireless carriers to obtain the opt-in consent of
consumers before sharing their geolocation.

If a retailer and a geo-fencing company market to con-
sumers via in-app advertising like banners and mobile
display ads, they are not subject to laws requiring dis-
closure and consent. App developers may also get in on
the action. Pandora’s iPhone app targets ads for McDon-
ald’s to consumers using the app while near one of the
restaurants (Figure 3).”® As long as the ads consist of
visual ads like banners or radio commercials, no privacy
laws apply; if the ads are sent via text or multi-media
message, the laws discussed below may apply.

-~ Find the nearest McDonald's

Figure 3: McDonald’s In-App Marketing
on the Pandora Music App

Geo-fencing companies, retailers and carriers sending
alerts to consumers via text are subject to CAN-SPAM
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and the TCPA. CAN-SPAM requires opt-in consent from
consumers in order to send them texts using a combi-
nation of their phone number and a domain name from
a company on the FCC'’s list.”* There are exceptions,
however, for transactional messages or relationship
messages such as receipts, warranties or account
balances.” Messages that subscribers sign up for as a
service provided by their mobile carrier may be deemed
to be transactional or relationship messages, as they
could be deemed “product updates... that the recipient is
entitled to receive under the terms of a transaction that
the recipient has previously agreed to enter into with the
sender.””® SAGs do not have enforcement power over
this provision of CAN-SPAM."”

The TCPA forbids automatically dialed or pre-recorded
texts from being sent to wireless phones without express
prior consent, even if there is an established business
relationship between the sender and the recipient.”® A
text message that utilizes a domain name but is auto-
matically dialed may be a violation of both CAN-SPAM
and the TCPA.”® SAGs have enforcement power over
the TCPA.&

The dramatic growth of highly localized digital marketing
enables precise targeting of individual children and teens
-- in school, at the playground or near a store. Loca-
tion-sensitive marketing incorporates information from
users’ profiles -- their offline and online interests, social
relations, shopping behavior, entertainment interests and
more. Teens are not covered by COPPA, and as their
information and buying experiences are collected and
analyzed for subsequent use, these young people be-
come vulnerable to ongoing food marketing campaigns.
Location-based mobile campaigns can be fully integrat-
ed with social media to create new ways for marketers to
promote their products beyond individuals to their social
networks. The rise of location marketing requires

robust safeguards that protect the privacy and

well-being of teens.
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